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business of pathways

The current system of health care delivery and pay-
ment has tremendous inefficiencies that relate to an 
inability to share data among multiple parties, and 
from that sharing, glean useful and actionable in-
formation that yields higher quality and lower cost 
care. This “data obstruction syndrome” manifests it-
self in degraded decision-making in real-time clini-
cal care. It also limits the space where prospective 
value-based agreements can develop between busi-
ness entities that have pathway or guideline com-
ponents. Blockchain technology is in its infancy to-
day in health care, but it will expand rapidly in the 
future. Use of blockchain can facilitate data flows 
among multiple parties who do not need to agree on 
all data management policies, but who can agree to 
participate in a private network based on verifiable 
trust. This will push the current business environ-
ment, which presently promotes the false choice of 
data security over multi-party data sharing, to move 
more aggressively on value-based models of care and 
payment in a richer data environment.

The US health care system’s multiple maladies—frag-
mentation of care, regulatory/business complexity, and 

cost burdens with misalignment of incentives—cannot be 
cured with a single treatment. What is needed is a rigor-
ous campaign of process improvement across multiple ar-
eas. Lessons from specific health care systems include shift-
ing services to outpatient care, placing greater emphasis on 
primary and preventive care, facilitating case management 
for longer term and chronic care, adopting information 
technology and a system-wide electronic medical record 
(EMR), use of performance measurement, and manage-
ment of prescription drug costs.1 While some businesses 
in health care are taking these steps today, we must ask 

ourselves about our present state of affairs and how we got 
here in the first place.

data obstruction syndrome
The phrase “data obstruction syndrome” refers to the in-
ability of multiple parties to share real-time clinical in-
formation in the health care environment in an easy and 
useful manner. This is not truly an interoperability issue. 
Health Level-7, Fast Healthcare Interoperability Resourc-
es, and other mechanisms of data normalization currently 
support data exchange between disparate electronic health 
records (EHRs) and electronic systems.2 The bigger prob-
lem resides in the mechanisms for discovering and autho-
rizing access to personal health information (PHI) across 
organizations while complying with legal, regulatory, and 
contractual requirements to protect the security, privacy, 
and commercial rights of various stakeholders.

Data can flow mostly unimpeded when patients re-
ceive 100% of their care within one health care system 
that also maintains a compliant and interoperable set of 
electronic records for care/payment capture. This “100% 
enterprise-centric” model is uncommon in the United 
States today, but it can be seen in systems like Kaiser Per-
manente3 and Geisinger Clinic.4 More commonly, how-
ever, patients seek care from multiple systems of care that 
are not a single business entity. While the health insurance 
payer may be able to provide a unified view of data that 
reflects all care charged and billed, this administrative da-
tabase is an insufficient fix for what ails health care today. 
It reaches the limits of utility when it comes to under-
standing the overall context of care: provider choices, pa-
tient behavior and preferences, as well as many of the out-
comes of interest. Also, miscoding and incomplete coding 
of services is rampant, and the claims data often has lags 
of up to 3 months.
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Multiple providers on disparate systems that have not 
established business-to-business (B2B) agreements to share 
PHI will not be able to exchange data smoothly enough 
to deliver coordinated, cost-effective care. The number of 
B2B agreements needed to support effective data genera-
tion and exchange for most patients in the United States 
today would be too far beyond the capabilities of any sin-
gle provider or delivery system entity to justify investment. 
Thus, data obstruction syndrome is born.

big data and the need for data agreements
This untenable need to have business agreements among an 
exponentially growing number of entities is staunching the 
flow of useful clinical information. Why the reluctance to 
give and receive PHI? Because holding information carries 
security risk, thus holding a large amount of other people’s 
information creates even more risk. In practical terms, we 
have seen many examples of hacking of financial and health 
care databases, even those thought to be completely secure. 
The large risk component acts as a deterrent for business 
entities, thereby limiting the number of data agreements 
and the scope of data capture.

The regulatory compliance, contracting, and security 
risks on the data capture side has created tremendous bar-
riers to easy information sharing. Ironically, this has also 
created a huge business opportunity and windfall for en-
terprises in the data mart business. By creating a series 
of B2B agreements for data sharing and/or using exist-
ing data from in-house activities of related businesses (eg, 
payer, pharmacy benefit manager, group purchasing orga-
nization, practice management, electronic data interface 
companies), the data is processed and then put up for sale.  
Data monetization in this way leads to the belief that every 
data source is a “gold mine.” A large amount of our health 
system’s usable data is locked up in silos due to the owners’ 
belief that they can monetize the data. Each entity is sell-
ing their slices of data to others in the health care system 
that need it to function optimally and efficiency. However, 
that data is always flawed, or “lobotomized”—incomplete, 
de-identified at the patient level, and of uncertain prov-
enance. This is particularly true where the purchaser is not 
a part of treatment, payment, or operations (and thus not 
a covered entity). So, the data is expensive and not very 
complete or easily usable—woefully inadequate to the 
needs of personalized medicine and meaningful, value-
based contracting.

In the era of the Affordable Care Act, what breadth and 
depth of data—including data on access and affordability, 
quality, and patients receiving personalized treatments—is 
truly meaningful when it comes to optimally understand-
ing and managing patients?5 The scale of data required to 
execute higher order value-based agreements in today’s 
environment, including personalized medicine therapy, is 
even higher. Critics of value-based contracts (VBCs) some-

times mention this data acquisition shortfall, but they never 
acknowledge how central this issue is for success or failure 
of VBCs.6 The issue goes beyond, as Steve Williamson puts 
it in Lancet Oncology, “measuring refund-triggering events 
and submitting requests for refunds that would require ad-
ditional resources and personnel that may more than offset 
marginal savings.”7 Without the appropriate level of data 
to be translated into actionable information, the majority 
of true clinical insights in VBCs are mostly hidden. This 
would include full direct/indirect savings, patient reported 
outcomes, acuity risk adjustment, and the impact of new 
therapies on holistic value—all unable to be determined. 
Data context is lost because it is unknown. The value en-
gine in novel contracting has been disabled before even 
being fully turned on.

the potential of blockchain
Blockchain and new data privacy approaches can solve 
the chronic data obstruction problem through gathering 
cost, quality, and patient experience metrics that are cur-
rently dispersed. This will enable critical questions about 
the true value of medical interventions to be posed and 
answered. The distributed ledger design and validated 
transaction block features of blockchain make it a natural 
technology fit for clinical pathway programs that require 
total data recall for contract reconciliation (Figure 1). All 
patient-level data from multiple sources can be recorded 
in a secure and privacy protected environment, validated 
to ensure it links to the correct unique individual, and 
then indelibly stamped in the ledger with a unique cryp-
tographic signature, thus leaving an auditable history.8 The 
scalability feature is important: future VBCs, particularly in 
personalized medicine applications, will have many more 
data elements present to quantify the multiple dimensions 
of value.9 The inherent portability of data in this data flow 
architecture gives flexibility to add more parties to VBCs, 
as desired. It also delivers for analysis a rich stream of real-
world evidence.

A future blockchain-enabled VBC world would be dif-
ferent from today for the simple reason that chronic data 
obstruction syndrome would virtually be solved. No lon-
ger would pharma companies, payers, and delivery systems 
looking to execute VBCs be held hostage to health infor-
mation intermediaries. The intermediaries would be by-
passed because all contract participants would have access 
to the distributed ledger of data without worries of data 
security and multiple B2B agreements. Data would be al-
most real time and usable for continuous quality improve-
ment—a key feature in furthering the ultimate goals of a 
VBC in creating a learning health system. The traditional 
data vendors of today would need to adapt to a world 
where the costs of data acquisition will drop dramatically, 
as there would be no more “tollgate” B2B agreement to 
pass through for the purposes of data exchange. No longer 
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would VBCs be burdened with the crushing overhead costs 
and paucity of data in today’s fragmented, data-hoarding 
environment. Future contracts could be done with easily 
agreed-upon rules regarding accessing patient data, which 
could be permissioned among the contract participants.

The ideal ecosystem would be a virtuous circle that be-
gins with the adoption of EHRs and ends with the mea-
surement of quality parameters and outcomes. In between, 
we must continue to make PHI interoperable and secure, 
build the capability to aggregate and normalize data, and 
then deploy big-data strategies to create actionable infor-
mation that translates into clinical or performance insights. 
Artificial intelligence can manage data streams in deter-
mining correct courses of action on an individual basis, 
augmented by digital-clinical products in the patient en-
gagement space. Ultimately, by engaging patients, provid-
ers, and communities, we can use innovations for health 
improvement and measure quality and outcomes for con-
tinuous improvement.

Once unblocked, primary data sets that are needed for 
effective VBCs, including clinical data, claims data, and so-
ciodemographic data, would be able to integrate to provide 
a holistic and longitudinal view of the impact of pharma-
cotherapy on a patient and patients in a population. A bet-

ter understanding of specific therapies on specific patients 
would be possible, helping not only VBCs, but also lighten-
ing the burdens of postmarketing surveillance as mandated 
by the Food and Drug Administration. As blockchain is an 
excellent tool for provenance and security, only the ap-
propriate data will be accessed, at low to no risk, and this 
data will be permissioned by the patient (as opposed to 
permission-less blockchain networks, such as Bitcoin).10 An 
environment in which the costs of data exchange are virtu-
ally nil creates other possibilities as well. Public and private 
health care payer collaborations can more easily share and 
compare data and become more powerful in their ability to 
influence overall health care policy and practice.11 

Finally, the impact of The Health Insurance Portability 
and Accountability Act (HIPAA) must be accounted for. 
The HIPAA Omnibus Rule states that a clinical data own-
er must send to the patient their data in the form, format, 
and manner that the patient prescribes.12 Patient permis-
sion of sharing their PHI, if it can be done in a secure and 
private manner, would turn HIPAA into an empowering 
regulation for data flow. The challenge is knowing whether 
a patient requesting privileges to see or exchange their PHI 
is truly that same patient whose PHI is being specified. 
Fraud and identity theft are still rampant on the internet 

Patient receives 
care from care 

provider

Provider submits claim 
for reimbursement to the 
smart contract address

Claim data is hashed, added to  
a transaction, and broadcast  

to the blockchain’s network
Participant nodes 

identify whether the 
transaction is valid  

(message is signed by the 
sender and does not break 

the rules defined in the 
blockchain protocol)

Smart contract(s)  
conditional logic is  

applied, providing the  
basis for the automatic 

adjudication of the claim

The transaction is added to a 
block for confirmation by the 

blockchain’s confirmers

The block is confirmed and added to the end 
of the blockchain (ledger), and the transaction is 
complete, providing payment to the Provider who 

initially submitted the claim.

Figure 1. Example of data flow architecture for health care claims processing using blockchain technology.
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today—this is a problem with solutions in progress outside 
of blockchain. Regardless, a HIPAA-driven data aggrega-
tion mandate could accomplish much. It could connect (1) 
patient data that is incomplete, and not actionable today, 
to (2) health plan data that is complete, but not current, 
to (3) provider data that is current, but not complete. If 
the patient permits full usage, even consumer data on so-
ciodemographic determinants of health, not yet connected 
directly to any system today, could be imported.

conclusion
The promise of information sharing for a value-based 
health care world can be distilled into known business lan-
guage for entities willing to innovate and take risk. Payers, 
providers, and pharmaceutical manufacturers must revisit 
the questions: What is our goal? Does improved data com-
pleteness/timeliness with lower cost per transaction infor-
mation flow suit that goal? Further, a world of data liquidity 
may change the answer to the question, “What business are 
we in?” It may change the scope of businesses that payers, 
providers, and pharma companies compete in. The impact 
may be different for each stakeholder. Lastly, this tectonic 
change in health information technology could create syn-
ergies across businesses, across business units within indi-
vidual companies, and across industries and geographies.13

All these possibilities are positive and patient-centric. 
While the aforementioned forces may lead to some cre-
ative business destruction in the current hierarchy of data 
ownership, the net benefits of adoption of blockchain and 
related technologies are clear. All we need now is to redou-

ble our commitment to patient care excellence and move 
ahead with new tools and technologies, such as blockchain, 
to bring us to a more information-driven and value-har-
nessed health care future. 
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